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DATA PROCESSING AND PRIVACY POLICY GREEN KEY ONLINE APPLICATION TOOL





1. INTRODUCTION
1.1 This policy outlines how the Foundation for Environmental Education (“FEE”), through the Green Key programme, collects, processes and protects information submitted through the Green Key online application tool. Green Key takes the data processing responsibilities seriously and strives to ensure that all practices comply with applicable laws and regulations.
1.2 The online application tool is used by applicant and certified establishments to submit applications and supporting documents, and provide information required for Green Key certification and re-certification.
1.3 Green Key may have access to information of a participating establishment that is marked as confidential or which, by its nature or circumstances of disclosure, would reasonably be presumed to be confidential (“Confidential Information”). Green Key agrees to maintain the establishment’s confidentiality and may only use the establishment’s Confidential Information in connection with fulfilling its obligations under this Policy. Please see Green Key’s policy regarding commitment to confidentiality on the Green Key website (document can be downloaded from here: Green Key — Policies 2026-2031). 
1.4 For the administration of the Green Key programme, FEE may appoint or replace an independent Certification Body to carry out audits, desktop assessments, certification decisions and related certification activities. Where appointed, the Certification Body may receive and process information submitted through the Green Key online application tool as described in this policy.
2. DATA TYPES
The Green Key online application tool collects and processes two types of data:
2.1 Non-sensitive Data: This includes public information such as the name of the establishment, website, postal address, and other non-sensitive personal information that is required for user registration, account management, and general communication purposes. In addition, non-sensitive data includes all information in connection to the status of certification, such as the expiry date of the certificate. A detailed overview of the non-sensitive data that will be processed in connection with fulfilling the obligations under this Policy can be found in Appendix 1. 
2.2 Sensitive Data: This includes data such as contact details of responsible person in the establishment, consumption data such as energy, waste, water, and co2 data, and other sensitive personal information that requires special attention to ensure its confidentiality, integrity, and availability. Some consumption data may be used for the creation of general benchmarking reports. However, if the data is used for such purposes, it will be used in such a way that no reference to the individual establishment can be made. A detailed overview of the sensitive data that will be processed in connection with fulfilling the obligations under this Policy can be found in Appendix 1. 
3. DATA COLLECTION AND PROCESSING
3.1 The Green Key application tool collected data directly from users through online forms or indirectly through the use of cookies or other tracking technologies. The data is processed for various purposes, including but not limited to:
· User registration and account management
· Payment processing and invoicing
· Marketing and communication purposes
· Statistical analysis and reporting
· Compliance with legal and regulatory requirements
· Any other data usage necessary in connection with fulfilling its obligations under this Policy.
3.2 Personal data is processed where necessary to administer the application and certification relationship, to comply with legal obligations, for Green Key’s legitimate interests in operating and administering the programme, or on the basis of consent where applicable.
4. DATA PROTECTION
4.1 Green Key takes appropriate measures to protect the confidentiality, integrity, and availability of all data collected and processed through its online application tool. This includes but is not limited to:
· Implementation of appropriate technical and organisational measures to safeguard data
· Regular monitoring and testing of security controls
· Restricting access to data to authorised personnel only
· Training employees on data protection best practices
· Regular review and update of our data processing policy and procedures

5. DATA SHARING AND DISCLOSURE
5.1 Access to information submitted through the online application tool is limited to authorised Green Key personnel and service providers who require access for the purposes described in this policy and who are subject to appropriate confidentiality and data protection obligations.
5.2 Green Key may share application files and certification-related information with the Certification Body appointed by FEE for the purpose of carrying out audits, desktop assessments, certification decisions and other activities necessary for the administration of the Green Key programme. Such Certification Body processes the information solely for these purposes and in accordance with applicable data protection legislation and contractual obligations.
5.3 The Certification Body shall implement appropriate technical and organisational measures to protect the confidentiality, integrity and availability of personal data and other confidential information received or viewed during the certification process. It shall ensure that all persons authorised to process the data, including its employees and auditors, are subject to appropriate confidentiality obligations.
5.4 The Certification Body shall not appoint a sub-processor without FEE’s prior written authorisation. Any authorised sub-processor shall be subject to data protection obligations equivalent to those set out in this policy, and the Certification Body shall remain responsible for the sub-processor’s compliance with those obligations.
5.5 The Certification Body shall retain personal data only for as long as necessary for the agreed purposes or as required by applicable law. Updated establishment contact details shall replace previous contact details, which shall be deleted within 15 working days. Establishment contact information shall be deleted two years after termination of the relevant Green Key Certification.
5.6 At the end of the Certification Body’s appointment, the Certification Body shall, at FEE’s choice, securely delete or return the personal data processed on FEE’s behalf and delete any remaining copies, unless continued storage is required by applicable law.
5.7 Public establishment and certification information may be shared with third-party service providers and programme partners. This may include publication of the establishment’s public information on the Green Key website and sharing certification information with Online Travel Agencies, tour operators or other tourism databases with which Green Key has an active agreement (Green Key — Web Partners).
5.8 Information may also be disclosed to auditors, courts, public authorities or other bodies where disclosure is required by law. In such cases, the disclosure will be limited to what is legally required and reasonable measures will be taken to preserve confidentiality.
6. USER RIGHTS
Users have the right, subject to applicable data protection legislation, to request access to, correction or deletion of their personal data and to request restriction of or object to certain processing.

Where processing is based on consent, users may withdraw their consent at any time. Withdrawal of consent does not affect the lawfulness of processing carried out before consent was withdrawn.

To exercise these rights, users can contact Green Key through the contact details provided on the Green Key International (Green Key — Green Key Head Office) or national website (Green Key — Green Key National Offices). 
7. GDPR POLICY
The Foundation for Environmental Education and the Green Key programme are committed to respecting and protecting personal data in accordance with the EU General Data Protection Regulation 2016/679 (“GDPR”) and other applicable data protection legislation.
This policy provides specific information about data processed through the Green Key online application tool and supplements the Green Key GDPR Policy. In relation to information processed through the Green Key online application tool, the more specific provisions of this policy apply.
Further general information about how FEE processes personal data can be found in the Green Key GDPR Policy: Green Key — GDPR Policy.
8. CHANGES TO THIS POLICY
Green Key reserves the right to modify this data processing policy at any time. Green Key will notify users of any material changes to this policy through its website or other appropriate means.

Questions or concerns about this policy may be submitted through the contact details provided on the Green Key International or relevant national website.





APPENDIX 1 – OVERVIEW NON-SENSITIVE & SENSITIVE DATA

1. OVERVIEW COLLECTION OF NON-SENSITIVE DATA
	Type of Data
	Usage

	Name of establishment
	Data will be processed in connection with fulfilling the obligations under this Policy & be shared with third-party service providers who assist Green Key carrying out specific services. This includes but is not limited to sharing the establishment's public information to be displayed on the Green Key map shown on the Green Key website and sharing the certification information with Online Travel Agencies that have an active agreement with Green Key.

	Hotel chain (if applicable) 
	

	Country, Region, Street Name, ZIP Code, City
	

	Main Phone Number & Main E-Mail Address
	

	Date of first certification, certification expiry date
	



2. OVERVIEW COLLECTION OF SENSITIVE DATA
	Type of Data
	Usage

	Number of visitors/guests per year, number of room nights
	Data will be processed in connection with fulfilling the obligations under this Policy. Some consumption data may be used for the creation of general benchmarking reports. However, if the data is used for such purposes, it will be used in such a way that no reference to the individual establishment can be made.

	Size of the establishment  
	

	Number of employees and suppliers
	

	Energy, water, waste consumption data, and Co2 emissions
	

	Name and contact details of contact person
	

	Documents and information shared for the sole scope of the application (e.g. policies, bills, etc.)
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